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	daemon
	warn
	kernel: 12:26:50 SIP <<<<< Recv 421 bytes from 172.16.0.1:5060 to 172.16.0.205:5060 <

	Apr 2 12:26:50
	daemon
	warn
	kernel: SIP/2.0 401 Unauthoriz

	Apr 2 12:26:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bK3723ae092d4037c

	Apr 2 12:26:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:26:50
	daemon
	warn
	kernel: To: "98822" ;tag=7335

	Apr 2 12:26:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:26:50
	daemon
	warn
	kernel: CSeq: 1804292119 REGIST

	Apr 2 12:26:50
	daemon
	warn
	kernel: WWW-Authenticate: Digest realm="172.16.0.1", nonce="cb4b9ec937664c792123686f1c5c3c28", stale=TRUE, algorithm=M

	Apr 2 12:26:50
	daemon
	warn
	kernel: User-Agent: smg_pa_sip smg_pa_sip-3.10.1.

	Apr 2 12:26:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:26:50
	daemon
	warn
	kernel

	Apr 2 12:26:50
	daemon
	warn
	kernel: 12:26:50 evt: 0x3005, op1: -2147483648, op2: 20, class: 0x

	Apr 2 12:26:50
	daemon
	warn
	kernel: 12:26:50 cmProcessCallEvent: cid 0x80000000, event 5 CCEVT_STATUS, reason 20 CCRSN_REG_REFUSED, packet 69

	Apr 2 12:26:50
	daemon
	warn
	kernel: 12:26:50 Failed registration for ep 0 - retry in 120000 m

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 Starting re-registration for endpoint 0 with registration id 0x8000

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 SIP >>>>> Sent 889 bytes from 172.16.0.205:5060 to 0.0.0.0:0 >

	Apr 2 12:28:50
	daemon
	warn
	kernel: REGISTER sip:172.16.0.1:5060 SIP/2

	Apr 2 12:28:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bK57f8119bd7c8e1d

	Apr 2 12:28:50
	daemon
	warn
	kernel: Max-Forwards:

	Apr 2 12:28:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:28:50
	daemon
	warn
	kernel: To: 98822<="" td="">

	Apr 2 12:28:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:28:50
	daemon
	warn
	kernel: CSeq: 1804292120 REGIST

	Apr 2 12:28:50
	daemon
	warn
	kernel: Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, OPTIONS, UPDATE, PRACK, IN

	Apr 2 12:28:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="@172.16.0.1",nonce="e005e45a059cb5895d95896d92eb5cef",uri="sip:172.16.0.1:5060",response="1e19272899dba8da489d91a9cccfdc4f",algorithm=M

	Apr 2 12:28:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="172.16.0.1",nonce="cb4b9ec937664c792123686f1c5c3c28",uri="sip:172.16.0.1:5060",response="63ee72844fe2850f52a826ef7aeab90d",algorithm=M

	Apr 2 12:28:50
	daemon
	warn
	kernel: Contact: 98822 ;expires=36

	Apr 2 12:28:50
	daemon
	warn
	kernel: Privacy: no

	Apr 2 12:28:50
	daemon
	warn
	kernel: Supported: pa

	Apr 2 12:28:50
	daemon
	warn
	kernel: User-Agent: Brcm-Callctrl/v1.10.3 M5T SIP Stack/4.1.2

	Apr 2 12:28:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:28:50
	daemon
	warn
	kernel

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 cmEventCallback: evt 5, cid -2147483648, sta 401, res 20, pkt 7ebff7a0, str Unauthor

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 SIP <<<<< Recv 421 bytes from 172.16.0.1:5060 to 172.16.0.205:5060 <

	Apr 2 12:28:50
	daemon
	warn
	kernel: SIP/2.0 401 Unauthoriz

	Apr 2 12:28:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bK57f8119bd7c8e1d

	Apr 2 12:28:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:28:50
	daemon
	warn
	kernel: To: "98822" ;tag=7548

	Apr 2 12:28:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:28:50
	daemon
	warn
	kernel: CSeq: 1804292120 REGIST

	Apr 2 12:28:50
	daemon
	warn
	kernel: WWW-Authenticate: Digest realm="172.16.0.1", nonce="91a4a0ada424e2366303832efda309c6", stale=TRUE, algorithm=M

	Apr 2 12:28:50
	daemon
	warn
	kernel: User-Agent: smg_pa_sip smg_pa_sip-3.10.1.

	Apr 2 12:28:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:28:50
	daemon
	warn
	kernel

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 evt: 0x3005, op1: -2147483648, op2: 20, class: 0x

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 cmProcessCallEvent: cid 0x80000000, event 5 CCEVT_STATUS, reason 20 CCRSN_REG_REFUSED, packet 69

	Apr 2 12:28:50
	daemon
	warn
	kernel: 12:28:50 Failed registration for ep 0 - retry in 120000 m

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmEndptEventCb: op1 0, op2 19, op3 65535, op4.ref 0x0, op4.v

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 evt: 0x1000, op1: 0, op2: 19, class: 0x

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmMapPhysEndptToCm: Assigning physEndpt 0 to cmEnd

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmEndptEventCb: op1 0, op2 17, op3 65535, op4.ref 0x0, op4.v

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 evt: 0x1000, op1: 0, op2: 17, class: 0x

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 CAS EVENT line 0 (ep 0): CMEVT_OFF

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmEndpt: 0, cid -1: CMEVT_OFFHOOK in CMST_ONHOOK endpt s

	Apr 2 12:30:20
	daemon
	warn
	kernel: 12:30:20 cmTone: 0, EPSIG_REORDER, 30000

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndptEventCb: op1 0, op2 3, op3 0, op4.ref 0x0, op4.v

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 evt: 0x1000, op1: 0, op2: 3, class: 0x

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndptEventCb: op1 0, op2 3, op3 1, op4.ref 0x0, op4.v

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 evt: 0x1000, op1: 0, op2: 3, class: 0x

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 DTMF EVENT line 0 (ep 0):

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndpt: 0, cid -1: CMEVT_DIGIT in CMST_WAITONHOOK endpt s

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmSSMonitor: 0

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndptEventCb: op1 0, op2 2, op3 0, op4.ref 0x0, op4.v

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 evt: 0x1000, op1: 0, op2: 2, class: 0x

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndptEventCb: op1 0, op2 2, op3 1, op4.ref 0x0, op4.v

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 evt: 0x1000, op1: 0, op2: 2, class: 0x

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 DTMF EVENT line 0 (ep 0):

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndpt: 0, cid -1: CMEVT_DIGIT in CMST_WAITONHOOK endpt s

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmSSMonitor: 0

	Apr 2 12:30:22
	daemon
	warn
	kernel: 12:30:22 cmEndptEventCb: op1 0, op2 20, op3 65535, op4.ref 0x0, op4.v

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:22 evt: 0x1000, op1: 0, op2: 20, class: 0x

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 CAS EVENT line 0 (ep 0): CMEVT_EARLY_ON

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmEndpt: 0, cid -1: CMEVT_EARLY_ONHOOK in CMST_WAITONHOOK endpt s

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 Unhandled endpt event CMEVT_EARLY_ONHOOK / state CMST_WAITONHOOK on ep 0, ci

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmEndptEventCb: op1 0, op2 18, op3 65535, op4.ref 0x0, op4.v

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 evt: 0x1000, op1: 0, op2: 18, class: 0x

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmMapPhysEndptToCm: physEpt 0 already assigned

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 CAS EVENT line 0 (ep 0): CMEVT_ON

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmEndpt: 0, cid -1: CMEVT_ONHOOK in CMST_WAITONHOOK endpt s

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmSSStateEngine: 0, service 0: CMEVT_ONHOOK in CMEP_SSST_IDLE endpt s

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmTone: 0, EPSIG_NULL, 0

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 Line 0 (98822):

	Apr 2 12:30:23
	daemon
	warn
	kernel: 12:30:23 cmUnMapCmEndpt: Releasing physEpt 0 fr

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 Starting re-registration for endpoint 0 with registration id 0x8000

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 SIP >>>>> Sent 889 bytes from 172.16.0.205:5060 to 0.0.0.0:0 >

	Apr 2 12:30:50
	daemon
	warn
	kernel: REGISTER sip:172.16.0.1:5060 SIP/2

	Apr 2 12:30:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bK2ccaf2e77df04bf

	Apr 2 12:30:50
	daemon
	warn
	kernel: Max-Forwards:

	Apr 2 12:30:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:30:50
	daemon
	warn
	kernel: To: 98822<="" td="">

	Apr 2 12:30:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:30:50
	daemon
	warn
	kernel: CSeq: 1804292121 REGIST

	Apr 2 12:30:50
	daemon
	warn
	kernel: Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, OPTIONS, UPDATE, PRACK, IN

	Apr 2 12:30:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="@172.16.0.1",nonce="e005e45a059cb5895d95896d92eb5cef",uri="sip:172.16.0.1:5060",response="1e19272899dba8da489d91a9cccfdc4f",algorithm=M

	Apr 2 12:30:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="172.16.0.1",nonce="91a4a0ada424e2366303832efda309c6",uri="sip:172.16.0.1:5060",response="1caa727d9471fdd451fbb5a5410699d4",algorithm=M

	Apr 2 12:30:50
	daemon
	warn
	kernel: Contact: 98822 ;expires=36

	Apr 2 12:30:50
	daemon
	warn
	kernel: Privacy: no

	Apr 2 12:30:50
	daemon
	warn
	kernel: Supported: pa

	Apr 2 12:30:50
	daemon
	warn
	kernel: User-Agent: Brcm-Callctrl/v1.10.3 M5T SIP Stack/4.1.2

	Apr 2 12:30:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:30:50
	daemon
	warn
	kernel

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 SIP <<<<< Recv 421 bytes from 172.16.0.1:5060 to 172.16.0.205:5060 <

	Apr 2 12:30:50
	daemon
	warn
	kernel: SIP/2.0 401 Unauthoriz

	Apr 2 12:30:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bK2ccaf2e77df04bf

	Apr 2 12:30:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:30:50
	daemon
	warn
	kernel: To: "98822" ;tag=7640

	Apr 2 12:30:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:30:50
	daemon
	warn
	kernel: CSeq: 1804292121 REGIST

	Apr 2 12:30:50
	daemon
	warn
	kernel: WWW-Authenticate: Digest realm="172.16.0.1", nonce="d7ef953f51c068ff6dbdbda68cd11a92", stale=TRUE, algorithm=M

	Apr 2 12:30:50
	daemon
	warn
	kernel: User-Agent: smg_pa_sip smg_pa_sip-3.10.1.

	Apr 2 12:30:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:30:50
	daemon
	warn
	kernel

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 cmEventCallback: evt 5, cid -2147483648, sta 401, res 20, pkt 7ebff7a0, str Unauthor

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 evt: 0x3005, op1: -2147483648, op2: 20, class: 0x

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 cmProcessCallEvent: cid 0x80000000, event 5 CCEVT_STATUS, reason 20 CCRSN_REG_REFUSED, packet 69

	Apr 2 12:30:50
	daemon
	warn
	kernel: 12:30:50 Failed registration for ep 0 - retry in 120000 m

	Apr 2 12:31:51
	daemon
	alert
	kernel: Intrusion -> IN=ppp0.1 OUT= MAC= SRC=212.22.91.13 DST=212.22.67.252 LEN=44 TOS=0x00 PREC=0x00 TTL=245 ID=42516 DF PROTO=TCP SPT=54156 DPT=23 WINDOW=14600 RES=0x00 SYN URGP=0 MARK=0x8000

	Apr 2 12:31:52
	daemon
	crit
	kernel: eth3 (switch port: 6) Link UP 1000 mbps full du

	Apr 2 12:31:52
	daemon
	info
	kernel: br0: port 4(eth3.0) entering forwarding s

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 Starting re-registration for endpoint 0 with registration id 0x8000

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 SIP >>>>> Sent 889 bytes from 172.16.0.205:5060 to 0.0.0.0:0 >

	Apr 2 12:32:50
	daemon
	warn
	kernel: REGISTER sip:172.16.0.1:5060 SIP/2

	Apr 2 12:32:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bKfc2ff3c5103f877

	Apr 2 12:32:50
	daemon
	warn
	kernel: Max-Forwards:

	Apr 2 12:32:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:32:50
	daemon
	warn
	kernel: To: 98822<="" td="">

	Apr 2 12:32:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:32:50
	daemon
	warn
	kernel: CSeq: 1804292122 REGIST

	Apr 2 12:32:50
	daemon
	warn
	kernel: Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, OPTIONS, UPDATE, PRACK, IN

	Apr 2 12:32:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="@172.16.0.1",nonce="e005e45a059cb5895d95896d92eb5cef",uri="sip:172.16.0.1:5060",response="1e19272899dba8da489d91a9cccfdc4f",algorithm=M

	Apr 2 12:32:50
	daemon
	warn
	kernel: Authorization: Digest username="98822",realm="172.16.0.1",nonce="d7ef953f51c068ff6dbdbda68cd11a92",uri="sip:172.16.0.1:5060",response="a6da19a9f51c9b4100ad4274d0ed7e53",algorithm=M

	Apr 2 12:32:50
	daemon
	warn
	kernel: Contact: 98822 ;expires=36

	Apr 2 12:32:50
	daemon
	warn
	kernel: Privacy: no

	Apr 2 12:32:50
	daemon
	warn
	kernel: Supported: pa

	Apr 2 12:32:50
	daemon
	warn
	kernel: User-Agent: Brcm-Callctrl/v1.10.3 M5T SIP Stack/4.1.2

	Apr 2 12:32:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:32:50
	daemon
	warn
	kernel

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 cmEventCallback: evt 5, cid -2147483648, sta 401, res 20, pkt 7ebff7a0, str Unauthor

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 SIP <<<<< Recv 421 bytes from 172.16.0.1:5060 to 172.16.0.205:5060 <

	Apr 2 12:32:50
	daemon
	warn
	kernel: SIP/2.0 401 Unauthoriz

	Apr 2 12:32:50
	daemon
	warn
	kernel: Via: SIP/2.0/UDP 172.16.0.205;branch=z9hG4bKfc2ff3c5103f877

	Apr 2 12:32:50
	daemon
	warn
	kernel: From: 98822 ;tag=7325f78f

	Apr 2 12:32:50
	daemon
	warn
	kernel: To: "98822" ;tag=7813

	Apr 2 12:32:50
	daemon
	warn
	kernel: Call-ID: 5992c43e007f99

	Apr 2 12:32:50
	daemon
	warn
	kernel: CSeq: 1804292122 REGIST

	Apr 2 12:32:50
	daemon
	warn
	kernel: WWW-Authenticate: Digest realm="172.16.0.1", nonce="83e3012fdf52f8dccf59252fdd95d6ff", stale=TRUE, algorithm=M

	Apr 2 12:32:50
	daemon
	warn
	kernel: User-Agent: smg_pa_sip smg_pa_sip-3.10.1.

	Apr 2 12:32:50
	daemon
	warn
	kernel: Content-Length:

	Apr 2 12:32:50
	daemon
	warn
	kernel

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 evt: 0x3005, op1: -2147483648, op2: 20, class: 0x

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 cmProcessCallEvent: cid 0x80000000, event 5 CCEVT_STATUS, reason 20 CCRSN_REG_REFUSED, packet 6a

	Apr 2 12:32:50
	daemon
	warn
	kernel: 12:32:50 Failed registration for ep 0 - retry in 120000 m


 

